SFTP Instructions for KehilaLinks

SFTP stands for Secure File Transfer Protocol and is a simple way of moving files from
your computer to the KehilaLinks server.

1. SFTP Access
a. Your KehilaLinks SFTP Username and Password will bring you directly
into the folder assigned to your site. You will see an empty space when
you enter the SFTP site; the folder is not visible.
b. If you manage more than one KehilaLink site, you will be provided a
single UserName and Password. This Logon will bring you to a listing of
KehilaLinks site folders.

Instructions for accessing multiple sites:

i. ~ When you logon, you will be on a site with multiple KehilaLink site
folders.

ii.  Double click on the folder that you will be working with. You can then
browse, download and upload as needed. Follow instructions in 2
below for downloading and uploading.

iii.  To go to another of the sites that you manage, return to the
KehilaLinks site folders screen and select the next site that you
will work on.

iv.  If you go to a site that you are not authorized for, you can browse the
folder, but will get an error message when you try to upload.

2. You can use FTP software which can be downloaded free from such sites as
www.download.com or www.cnet.com/ . | will not recommend one package over
another. If you use FTP software, the URL to use to SFTP is

Sftp.jewishgen.org

You will be provided with a Login/Username and a Password. If the software
requests a port number, this value is 22.

To transfer the files, follow the software’s instructions

Below is a screen of a typical SFTP session
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[A sTP 2 - sftp://Shtetl-Botosani@sftp jewishgen.org - FileZilla - O x
File Edit View Transfer Server Bookmarks Help
] = (| = - (| = = 35
JJJ'|——' «-UTIEQ‘x.AE.O\"db
Host: |:| Usernarne: |:| Password: | | Port: ‘ | | Quickconnect ”v|
Status: Connecting to sftp.jewishgen.org... ~
Status: Using username "Shtetl-Botosani”,
Status: Connected to sftp.jewishgen.org
Status: Retrieving directory listing...
Status: Directory listing of "/" successfull| v
Local site: | C\Users\Barbara\Downloads\, ~ | Remote site: | / ~
; ; Downloads A el )
% Dropbox ? BOT-docs
Evernote - 3, BOT-images
¢ Favorites
i e iCloudDrive
H IntelGraphicsProfiles
. hd
Filename Filesize Filetype Last r
- Filename Filesize Filetype Last modified ™
n Ukraine.html 66,838 Firefox HTML ... 12/25 .
EFTP Accounts Summary Oct2020.xlsx 121,223 Microsoft Exce.. 12/23 4| styleBot.css 763 Cascading Style... 9/15/2013 2:4
B Muzhiyeve-Religious.htm 74,615 Firefox HTML ... 12/5/ [&] shtetlogo.pg 14810 JPG File 1/24/2008 12:
[ Ruske-Pole-Otherhtm 18,383 Firefox HTML ... 12/3/. Schwarzfeld-Situationoftheews.pdf 244800 Adobe Acrobat ... 4/3/2015%:14
B broido_2.tml 3,784 Firefox HTML ... 12/5/ B Rony.html 3651 Firefox HTML Da...  11/9/2014 8:3
| Clmmimmmin | mmimn Divmbe e com b AAD 100 T G AND AAE INS Ci- 11 "mv ) - S [ 5
< > < >
1023 files and 41 directories. Total size: 2,481,786,228 bytes 36 files and 2 directories. Total size: 1,675,193 bytes
Server/Local file Direction Remote file Size Priority  Status
Queued files | Failed transfers | Successful transfers
D Queve empty @0

Below the tool bar is an area split vertically; the left side contains the contents of your
hard disk, the right side contains the contents of your Web server. The bottom "window
pane" contains message from the server.

To move pages from your computer to the server, you want to select all files and sub-
folders and copy those to your Web server by using the arrows in the middle of the

screen.

Do not move the entire folder that you used to group the components of your site on
your computer to the server. This will add another level to the URL unnecessarily. Just
move the contents of the folder.

You will create an account in the FTP software with the URL of the KehilaLinks SFTP
server, your Login (username) and Password. This will save this information in your
FTP program.
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3. FileZillais a popular and free FTP software package..

File Edit View Transfer Server Bookmarks Help

—iE-ETTRORO L TAaAs

Local siter | C\Users\Barbara\ Rernote site:
+ SYSTEM.SAV
Users
All Users
Default User
Public
Windows
(RECOVERY)
F: (Seagate Backup Plus Drive)
Filename Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions ~ Qwner/Gro...
cisco File folder 4/14/2018 11:31:50...
AppData File folder 4/7/201810:28:15 .. Mot connected to any server
Application Data File folder
Barbara File folder 4/7/2018 4:30:28 PM
[25] Contacts File folder 4/12/2018 417:24 ...
Cookies File folder
[ Desktop File folder 4/12/2018 4:17:24 ..
Documents File folder 4/14/2018 12:47:43...

11 files and 29 directories. Total size: 8,723,476 bytes

Mot connected.

Server/Local file Direction Remote file

To set up an FTP account, click on the Site Manager icon just below the File menu.

Status

Site Manager X
Select entry: General Advanced Transfer Settings  Charset /
- My Sit
= ¥ e.s . Protocol: SFTP - 55H File Transfer Protocol ~
B Kehilalinks
B KL Test Host: sftps.jewishgen.org | Port: |22 )
A sFrp
A sz
B Test2
Logon Type: | Normal =~
User: | Kehila-Test2]] |
Password: | T |
Background color: | None ~
Comments:
Mew site MNew folder
Mew Bookmark Rename
Delete Duplicate
Connect oK Cancel
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Select Protocol: SFTP: SSH File Transfer Protocol
Enter the Host  sftp.jewishgen.org
Enter Port 22

Enter the User and Password

Click OK to save the account <
Click Connect to connect to the KehilaLinks server.

The first time you logon you will get the following message:

Unknown host key et

The server's host key is unknown. You have no guarantee that the server is
the computer you think it is.

Details

Host: sftp.jewishgen.org:22

Hostkey algorithrm: ssh-rsa 1024

Fingerprints: SHAZ256: ealKINSMNgHCWwEkyYowl+ CvwPkzeShdfH3YRhallkkTc=

MD5% 2cf%09:fbiab:0e: 75 0d:92:a6: 8f: db:37:42:6f: df

Trust this host and carry on connecting?
[] Ahways trust this host, add this key to the cache

QK Cancel

Check the “Always trust this host, add this key to the cache” box. Hit OK.
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Once connected to the server

File Edit View Transfer Server Bookmarks Help

H2-EM N oRO kL FTaes

| Port: |

| |Quickconnect -

Status: Resolving address of ftp.kehilalinks,jewishgen.org
Status: Connecting to 18.232,243.230:21...
Status: Connection established, waiting for welcome message...
Status: Logged in
Status: Retrieving directory listing...
Status: Directory listing of /" successful
Local site: | C:\Users\Barbara\ Remote site: | /
SYSTEM.SAV ERRY
Users 2 .FamilySearchindexing
All Users Aizpute
Barbara Ajax
Default Altdorf
Default User Alytus
. P v Pl Aemctardan
Filename Filesize Filetype Last modified * | Filename Filesize Filetype Last modified Permissions
.cisco File folder 4/14/2018 11:31:50... Family5... File folder 8/16/2015 2:45:...
AppData File folder 4/7/2018 10:28:15 ... Aizpute File folder 3/28/2018 3:15...
Application Data File folder Ajax File folder 9/4/2010 8:08:0...
Barbara File folder 4/7/2018 4:30:28 PM Altdorf File folder 10/9/2012 6:43:...
[25] Contacts File folder 412/208 417:24 . Alytus File folder 9/4/2017 10:28:...
Cookies File folder Amsterd... File folder 111172014 10e...
I Desktop File folder 412/208 417:24 .. Ananyiv File folder 11/22/2017 3:0...
/= Documents File folder 4/14/201812:47:43... Ankmene File folder 8/13/2014 6:43:...
‘Downloads File folder 4/14/2018 11:17:13.., Anyksciai File folder 10/4/2013 11:0...
%% Dropbox File folder 471072018 6:11:28 ... aran File folder 8/18/2015 1:33:...
Evernote File folder 4/7/2018 8:351:19 PM Argentina File folder 8/28/2013 &:57:...
i Favorites File folder 4/14/2018 6:17:43 .. Asmjany File folder 8/6/2017 2:04:1...
IntaliZrankircDrn Fila fnldar Ai1403M 8 125795 v R Eiln $nldne 014017 TED
11 files and 29 directories. Total size: 8,723,476 bytes Selected 1 directory.

Your computer files

Files on KehilaLinks server

Click on the item you want to transfer and drag the file to the side of the screen to which

you want it to be transferred.

4. Make sure that your computer’s firewall will allow your FTP software to connect
to the internet as an outbound connection.

5. If you use Waterfox or SeaMonkey as your web browser, you can download an
FTP add-on, FireFTP from the following site:
https://addons.mozilla.org/en-US/firefox/addon/fireftp/

Once downloaded, the FTP software can be accessed on the Tools-Web

Developer menu of Firefox.

Use logon setting described above.

To transfer the files, follow the software’s instructions at

http://fireftp.mozdev.org/help.html

FireFTP does not work on Firefox Quantum.
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6. Some HTML-creation software packages also provide an ftp facility. KehilaLinks
does not encourage you to use HTML-creation software and will not make
recommendations of software packages. You can try various packages at
www.download.com. Some are freeware; others are free to try and then
purchase.

7. If you are using an HTML-creation software package to upload your site, verify
that the software is not going to create a sub-folder by checking the software’s
instructions.

8. Multiple failed attempts to logon may cause your IP address to be blocked. You
will need to provide your public IP address so that it may be un-blocked. To find
your IP address you can type "what is my IP address" into Google and it will tell
you, or you can visit a site like https://whatismyipaddress.com/

9. If you have difficulty connecting to the FTP server, please provide the complete
software’s dialogue with the server. This will enable the diagnosis of the issue.

Example:
Status: Connecting to sftp Jewishgen.org...
Status: Using username "Kehila_Mahyliv",
Status: Access denied
Error: Authentication failed.
Error: Critical error: Could not connect to server
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